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Under following access permission for Shared

Name/Assignment Allow Deny
Richard Change
Linda Change
Maria Read

Login each userRichard, Linda and Maria, create and read in various subfolders

#7 Richard and Linda can create Document

#8 Richard and Linda can modify Document

#9 Richard, Linda and Maria can read Document

Name/Assignment Allow Deny
Richard Read
Linda Change
Maria Change

Change the permission as above and test the new permission.

#13 Maria can create Documents and folders. Linda cannot access to the entire LabShares folder, there
is warning to deny to access

#14 Maria can Modify documents

#15 Maria and Richard can Read Documents
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#18 Ifthe permissionis assignedin Allow mode, the Change permission is the same permission features
and functions. Read permission allow userto read only. However, inthe Deny mode, no matter what
permissionis, the usercannot accessto the directory or file, therefore, the user cannot do anything
eventhoughthe userhas beenassigned the particular permission.
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#23 Now Richard can read, write and create files and directories.

#24 Executives usergroup has allow Change permission, and Richard belongs to Executives. Therefore,
instead of justreadingin previous setting, now Richard can read, write and create filesand directories.

#25 Linda cannot access to the SS share. Before Linda could read, write and create files in SS share.

#26 Since Linda is added in the Temps group users, and Temps permission is deny Change to SS share,
therefore, any users who belongs to Temps group including Linda cannot access SS share directory
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#32 LabSharesfolderassignment setting

Assigned Object User or Group (U/G) Permissions Inherited (Y/N)
SYSTEM Full Control N
Administrator Full Control N
Authenticated User Modify N
USERS Read & Execute N

#33 Artwork folderassignmentsetting

Assigned Object User or Group (U/G) Permissions Inherited (Y/N)
SYSTEM Full Control N
Administrator Full Control N
Authenticated User Modify N
USERS Read & Execute N




#34 List of Richard, Linda and Maria’s “effective NTFS permissions” to LabShares and Artwork

LabShares Richard Linda Maria
Full Control N N N
Traverse folder/ execute file Y Y Y
List folder/ read data Y Y Y
Read attributes Y Y Y
Read extended attributes Y Y Y
Create files/ write data Y N Y
Create folders / append data Y N Y
Write attributes Y N Y
Write extended attributes Y N Y
Delete subfolders and files N N N
Delete Y N Y
Read permissions Y Y Y
Change permissions N N N
Take ownership N N N

Artwork Richard Linda Maria
Full Control N N N
Traverse folder/ execute file Y Y Y
List folder/ read data Y Y Y
Read attributes Y Y Y
Read extended attributes Y Y Y
Create files / write data Y N Y
Create folders / append data Y N Y
Write attributes Y N Y
Write extended attributes Y N Y
Delete subfolders and files N N N
Delete Y N Y
Read permissions Y Y Y
Change permissions N N N
Take ownership N N N

#35 Maria can locally access to Artwork, and she can create or modify files or folders

#36 NTFS permissions are used to manage access to data stored in NTFSfile system. The NTFS share
permission affect both local users and network users, and thatthey are based onthe permissions
granted to an individual userat the Windows logon, regardless of where the useris connecting from.
Maria has Read, Write and Create permissionto Artwork folder, sowhen Maria sign in, she can create
and modify files and folders. NTFS permissions apply to users who are logged on to the serverlocally;
share permissions do not.



#37 Richard can locally access Artwork and can create folders and modify files

#38 When login as Richard, and go to local host Artwork folder, Richard has effective permission to
access the Artwork folderand permission to create and modify files and folders,

#39 Maria cannot write to new or existing files. Maria can only read files. Because when share and NTFS
permissions are used simultaneously, the most restrictive permission will take effect. Maria has only
read permission in security tab “effective NTFS permission”, so Maria can only read files even though
Maria has Read, Write and Create in share permission

#40 We can add Richard and Maria change permission in the file or folder. We don’t need to add Linda
as Linda has only read permission.

#41 This solution works well in Network access environment. Through testing, Richard and Maria can
add, create and modify folders and filesin Artwork.

#42 If we want all usersto be able to change files and folders when using network access, we can
change users permission fromread to change mode. Then everyone can create, modify and read files
and folders. Because now share permission and NTFS permission now has the same effective
permission.






